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Pabouass mporpamMma aucturiinHbl «OCHOBBI HHG(pOPMANMOHHON 0€30MacCHOCTH B
NnpogeccHOHAILHON AesATeTbHOCTH JUTs 00yJaronmxcs no crernuansHoct 45.05.01 IepeBon
U TepeBojoBenieHre, crnenuanuzanun «CrenuanbHbpld TepeBoa (aHTJIMUCKUN M HEMEIKUN
S3BIKN)», COCTaBJIeHA Ha OCHOBaHMHM dDenepasbHOTO TOCYAAPCTBEHHOTO 00pPa30BaTEIBHOTO
CTaHJapTa BBICIIET0 OOpa30BaHUs — MarucrpaTypa Io HampabieHuro mnoarotoBku 45.05.01
[lepeBoa u nepeBoIOBEACHUE, YTBEPKICHHOTO IPUKAa30M MUHUCTEPCTBA 00pa30BaHUsl U HAYKU
Poccutickoit ®eneparuu ot 12 aBrycra 2020 r. Ne 989 (¢ u3Mm. u nomn.), [Topsaka opranuzanuu u
OCYILECTBIICHHSI 00pa30BaTEIbHON AEATEIBHOCTH MO 00pa30BaTENbHBIM MPOrPaMMaM BBICILIETO
oOpa3oBaHusi — ImporpaMMaM OakajlaBpuaTra, MporpamMmaM CIHEIUaIUTeTa, MporpaMMam
MarucTpaTypbl, YTBEPKISCHHOTO MPHKa30M MUHUCTEpCTBA HAYKH M BBICHIETO 0Opa3oBaHUS
Poccuiickoit ®enepannu ot 06 anperns 2021 1. Ne 245 (¢ u3Mm. 1 1011.), B COOTBETCTBUHU C YYCOHBIM
IUTaHOM, yTBEpkAeHHBIM YueHbIM coBeToM OI'BOY BO «/lonl'Y» nns nabopa 2024 roxa.

Pa3zpaborunk:

K.1.H., nouent kadeapsl PO u UKT -
H

{ /L

Pabouas mporpamma yTBepXkJIeHA Ha 3acelaHuu pagruoGu3uKd ¥ WHHOKOMMYHUKAIMOHHBIX
TEXHOJIOTHH.
[Iporokoi ot 26.03.2024 1. Ne 16
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A "W, 22 /
3aBenyronuii kageapoi UM jfz"("r‘"/" B.B./lanuios
COI'JTACOBAHO:

. o. nexana ¢akynbTeTa HHOCTPAHHBIX
SI3BIKOB
28.03.2024 r.

E. 1. Ilerpuiuena

YyebHo-MeToan4ecKass KOMUCCHs (aKkyIbTETa HHOCTPAHHBIX SI3BIKOB
[Ipotokon ot 27.03.2024 1. Ne 4.

[Ipencenarens /gﬂ; O. JI. becconona
[) -~

PykoBoauTens 0CHOBHOM MTpodecCHOHATIBHON
00pa3oBaTeNnbHOI MPOrpaMMBl, ﬁ' )
f

I-p uon. Hayk, J01I.
26.03.2024 r.

B. A. [Ipo3nos
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1. MECTO IUCLUILINHBI / ITPAKTUKUA / KYPCOBOWU PABOTHI /
I'OCYIAPCTBEHHOU UTOI'OBOU ATTECTALIMN B CTPYKTYPE
OBPA3OBATEJIBHOM I[TPOI'PAMMEBI

1.1. TpeboBanus K MpeABAPUTEIHHOM MOATOTOBKE O0YUYAIOIINUXCS, MPEAINICCTBYIOIIHE
U COITYTCTBYIOIIUE TUCIUTUIHHBI, HA KOTOPBIX OCHOBBIBACTCS U3YUCHHUE JAHHOM:

Jis u3ydeHus: JaHHOW y4eOHOW JUCIUIUIMHBI HeOOXOAMMBI 3HAHHUS B YMEHHS, (HOpMUpYyEeMbIC B
MpoIecce M3YYCHHs] MPOTpaMMBI 00IIe0Opa30BATEIIBHON IIKOJIBI M KYpCOB, CBSI3aHHBIX C
WH(POPMAIIMOHHBIMH TEXHOJIOTHSIMH.

1.2. 3HanHus W yMeHHs, TOJNYYCHHBIE B XOJ€ H3YYCHHS TUCHUIUIMHBI «OCHOBBI
UHPOPMAIIMOHHOW  0E30MacHOCTH B NPOPECCHOHATBHON  JIEATEIBHOCTHY»  O0eCIeYrBacT
(dbopMUpOBaHUE Y CTYJACHTOB COBPEMEHHBIX HABBIKOB MPO(PECCHOHAIBHON U 0€30MacHOM pabOThI
¢ MHQOPMAITMOHHBIMU CUCTEMaMH M JOKYMEHTaMHU.

2. OIMMCAHUE JTUCHUTUIAHBI / ITPAKTHKH / KYPCOBOW PABOTHI /
I'OCYIAPCTBEHHOU NUTOI'OBOU ATTECTALIN

2.1.  OOmas XxapaKTepPUCTHKA

HammMeHoBaHue nmoka3aTens 3HaueHHE MOKa3aTes

Ha3zBanue 00pa3oBaTeNbHOM MPOrpaMMBbl

45.05.01 IlepeBoa 1 nepeBoJOBEICHUE

[Iudp 1 Ha3BaHUE B COOTBETCTBUU C
Y4eOHBIM IIJIAHOM

b1.5.M3 OcHoBbI uH(MOpMaLITMOHHON
0€301acHOCTH B NPO(ecCHOHAIBHOMN
JIESITEIbHOCTH

YacThs 00pa3zoBaTeIbHOM MPOrpaMMBbl

baszosag uactn
Monyne npodeccuoHanbHO-
OpI/IeHTI/IPOBaHHI)IX AUCIHUIIINH

KomnmgecTBo 3a4eTHBIX CAVHNI / Bcero 4acos

2172

2.2.  Pacnpenenenue 4acoB 10 repuoaaM o0ydeHuUs
a, OO111ee KOJIMYECTBO YacoOB
=
dopma g1 g camMocCTos-
> | & | mekuu- | mabopa- | MpaKTH- . dopma
o0y4YeHHs 20 3 TEJIbHOU BCETO
8 | OHHBIX | TOPHBIX | YECKHX KOHTPOJIS
paboTHI
Ounas 3 5 34 — - 38 72 3auer

3. LEJU JUCIUATUIMHBI

3HAKOMCTBO C MOHATHSMH HaIlMOHAJIBHOW Oe30macHOCTH; BHaaMHu Oe3omacHocTd; b B
CHUCTEME HaIlMOHAIBLHON O€30MacHOCTH; OCHOBHBIMHU MOHSATHSAMH, OOIIEMETONOIOTHIECKUMU
npuHuunamMu Teopun Wb; anamuzom yrpoz Wb, mpoGiemamu uHGOpMalmoOHHONW BOWMHBI;
roCyIapCTBEHHOW HMH(DOPMAIIMOHHOW TMONUTUKOW; BHJIaMH HWHGOpMAlMK; METOJaMU U
cpeactBamu obecnieuenust 1b; metomamu HapymeHus: KOH(QUICHIMAIBHOCTH, EIOCTHOCTH U
JTOCTYMHOCTH HH(OPMAIIHH; TPUUYMHAMY, BUJIaMH, KaHAJIAMHU YTEUYKHU U UCKAKESHHs HH()OPMAIIHH.
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4. KOMIIETEHIIH OBYHYAIOHETOCS, POPMHUPYEMBIE B PE3YJIbTATE
OCBOEHUM KOMIIOHEHTA OBPA30OBATEJIbBHOU ITPOI'PAMMEI, UX NH/IUKATOPDLI
N INTAHUPYEMBIE PE3VIJIbTATBI ObYUYEHU A

Komnerenuuun

Nuaukaropel

Pe3ynbrarel 00yueHus

YK-8. CriocobeH co3naBaTh
U MIOAJEPKUBATH B
MOBCEHEBHOM )KU3HU U B
npoeccuoHaIbHON
JesTeIbHOCTH Oe30I1acHbIe
YCIIOBUSA
KHU3HEESTEITbHOCTH IS
COXpaHEHUs! IPUPOIHON
cpenbl, o0ecTieueHMs
YCTOWUYUBOTO Pa3BUTHS
0011IeECTBA, B TOM YHCIIE
[IpU yrpo3e u
BO3HUKHOBCHHNUN
YpE3BbIYANHBIX CUTYalUH U
BOCHHBIX KOH(JIUKTOB.

VYK-8.1 CriocobeH co3gaBars
Y TIOJITICPXKUBATH B
MOBCEIHEBHOM )KU3HH U B
npodeccroHabHOM
JIeITeJIbHOCTH Oe30ImacHbIe
YCIIOBUS )KU3HEACATSITLHOCTH
JUTSL CpeJibl, 00eCTICUCHHS
YCTOWYHBOIO pa3BUTHUSA
oOmiecTBa

3Haer OCHOBBI 0€e30IacHOCTH
KU3HENEATEIHbHOCTH

VYmeer, co3maBaTh  Oe30IIacHBIE
YCIIOBUS peanuzanuu

npodecCHOHANBHON AEATENbHOCTH.

Nwmeer MIPaKTHYECKHUI OIIBIT
nojzepkaHus 0€30MacHbIX YCIOBHUH
JKU3HEIESTEIbHOCTH.

OIIK-4 Cnocoben
paborath ¢
AIIEKTPOHHBIMH
CIIOBApSIMH, Pa3INYHBIMU
MCTOYHHKAMU
nH(popmanuy,
OCYILECTBIIATh MOUCK,
XpaHeHue, 00paboTKy U
aHaIM3 WHPOPMAIIHH,
MPEJCTABIATH €€ B
TpedyeMoM (opmare ¢
WCTIOJIb30BaHUEM
UH(QOPMAIIMOHHBIX,
KOMITBIOTEPHBIX U
CETEBbIX TEXHOJIOTHH.

OIIK-4.1. Bimageet HaBBIKAaMU
OTIEPATHUBHOTO MOTYYCHUS,
00paboTKH U yIpaBleHUs
nHpOpMaNKeH ¢ yueToM
MIPUMEHEHUS KOMITBIOTEPHBIX
TEXHOJIOTHIA.

VYMeer oka3aTh MEPBYI MOMOLIb B
‘Ipe?;BbI‘IaI\/'IHI)IX CUTyalusix,
co3naBaTh  Oe30macHblE  yCJIOBUS
peanusanun npodecCHOHATBHON
JeATEITbHOCTH.

Nwmeer MIPAaKTHYECKHUI OIIBIT
nojyiep>kaHus 0e30MacHbIX YCIOBHI
JKU3HEESTETbHOCTH.

VYMmeer
CII0COOBI
MIPUMEHEHUS

BEIOMpAaTh  ONTHMAaJbHBIE
paboTsI C YYETOM

KOMITBIOTEPHBIX
TEXHOJIOTHH.

5.

I[TPOI'PAMMA JJUCHUITJINHBI

HazBanue teMnl

KpaTkoe copepxaHnue TeMbl (BOIPOCH! TEMBI)

1. OcHOBHBIE TIOHATHS U

COCTABJISIOLIHE
nH(OPMAIIMOHHON
6e30macHOCTH

nH(popMaLnu.

nH(popMaLnu.
4. Bunel nHpopMaImy.

1. OcHoBHbIE TOHATHS UH(OPMALITMOHHON OE30MaCHOCTH.
2. IIpaBoBeie ocHoBbl Mb 1 3akononatensctBo JJHP 06

3. Undopmanus, nHPOpMaLIMOHHAS CUCTEMA, BIIaJieliel]
5. Kondunenumanbuas napopmaiiys, rocy1apcTBeHHasl TaliHa.

6. Hopmatusubie nokymentsl PO no Ub.
7. KondeneHnanbpHOCTb, IIEJIOCTHOCTD, IOCTYITHOCTb.

2. Crpykrypa (aiinos
u hex-pegakrop.

rpapudeckux (aitinos.
3. Curnaryps! hanos.

1. Tlonsartue daitna. HexX-penakrop, CTpyKTypa U MpeHa3HAYCHHUE.
2. ®opmatsl ¢aitnoB. CTpyKTypa HEKOTOPBIX TEKCTOBBIX U
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. Ompenenenue popmata daiina B paznuunbsix OC.

3. Kpunrorpadus u
KpPHUIITOAHATN3

Ucrtopuyeckas crnipaBka, IPUMUTHBHbBIE U (PHI.
HIudp xor, Llezaps, Bunexepa.
CHUMMeTpHUYHbIE U ACCUMETPUYHBIE METO/IBI.
CyTb aCCHMMETPUYHOTO MHU(PPOBAHUSL.
Aunroput™m RSA u Dnb-I"amans.

CummeTrpudHoe mudpoBaHue.

I"'ammupoBanue. KBantoBas kpunrorpadusi.

4.  Xem-(pyHKIHH

[onsatue xem-pyHKInN.
Kpunrorpadguueckue u He kpunrorpapuieckue xem-QyHKInuu.
Cgoiicta xem-pyHkiun. CRC —cyMMBl.
Xem-dyakuun MD5 nu SHAT.
Komnuzun xem-¢pyHkuuni.
Kpunroananus xeur-GyHKIuii.

5. AyreHTHHUKAIHS
10 TIAPOJTIO

ABTopu3anus, ayTeHTU(UKALINS 1 UACHTUDUKAIIHS.
Cucremsl ayrentuduxanuu. [laponpHas 3ammura.
VYA3BUMOCTH NIaPOJIBLHOM 3aLUTHI.
Meroabl XpaHeHHs Taposl.
Onpenenenre KpUNTOCTOMKOCTH ApOJIsL.
®opwmyia [llennona. Mertona B3iioMa rnaposis.
[Iporpammsl 115 B3110Ma MapoJIs.

OpraHI/I3auH;1 0e30MacHOl MapoIbHOM 3aIIUTHI.

6. pyrue meroanl
ayTeHTU(UKAIHN

DJEeKTPOHHBIE METObI AYyTEHTU(UKALUH.

AnmnapaTHas ayTeHTH()UKALHS.

buomerpuueckue MeTo bl ayTeHTU(DUKALINY.
AyTeHTr(uKaIMs Mo oTIeYaTKy naiblia, ayTeHTU(UKALMS 110

BwonvRr NNouobrwNnRrOoOOPWNEINOORAWDN RN

=
=
=
<

PacripocTpaHeHHOCTh METOIOB ayTEHTU(DUKAIUH.
VYs13BUMOCTH OMOMETPUUYECKON ayTeHTU(UKALINY.
@DenepasibHasi ayTeHTU(UKALIMSL.

7.  Bupycs

Hcropus co3nanus BUpYyCOB.
Knaccudukanms Bupycos.
3arpy3ouHsle, (hailIoBbIe, MAKPOCHI, CKDUIIT-BUPYCHI.
Bupycsr qiis Linux, Android, iOSm
Tposiabl, 4epBU, COOCTBEHHO BUPYCHI.
XaKepsl.

8. AHTUBHPYCBHI

[Tpuniun paboThl aHTUBUPYCHBIX MPOTPAMM.

CurHarypsl BUPYyCOB.

Bosmoxnoctn antusupycsoro I10.

Hamnncanve aHTUBUPYCHOM TPOTrPaMMBI.

[InatHble 1 GecriaTHbIE AaHTUBUPYCHI.

MexayHapoaHbIe PEUTUHIY AaHTUBUPYCHBIX ITPOTPaMM.
0O0630p Haubosiee MONYJISIPHBIX AHTUBUPYCHBIX IPOTPAMM.

9. Web- 6e3omacHoCTS.

OcHuosusbie nonsatus web. HTML, CSS u JS.

[enw 3M10yMBIIITIEHHUKOB, aTAKYIOITIX CANTHI.

Kyku u ux ponb B 6€301macHOCTH CailTOB.

Araxu Ha caiitel. XSS, CSRF, SQL-uHbeKInM 1 METOIBI
3aIATHI OT HUX.

5. IIporpamMmsl 1jisi aHamU3a CAaTOB HAa YSA3BUMOCTH.

6. VYsI3BUMOCTH METOJOB ayTeHTU(PHUKAIIUHN.

7.  YS3BUMOCTH MPUKIATHOTO YPOBHSI.

BONPINOORWONREO@ORWNE X0
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10. 3ammwmra
nH(popManuu B
KOMITBIOTEPHBIX CETSX.

VYA3BUMOCTH KOMITBIOTEPHBIX CETEH.

OcHOBHbIE BU/IbI aTaK MpU Mepenade HHPOopMaLuu.
Cuuddepsl. OTBeTBICHUS TpaduKa.

AHanus 3J1eKTPOMArHUTHBIX U3JIy4ECHUN.

ATaky Ha KaHaJIbHOM U CETEBOM YPOBHE.
Cnydunr. Bunbl ckaHUpOBaHUS.

DOS u DDOS artaku.

[Tonmena IP agpeca.

Mepsl IPOTUBOACUCTBUS aTAKAM.

11. Texauueckas
3anuTa HHPOpMauu

Knaccudukanus kaHanoB TEXHUYECKOH pa3BeaKH.
Kparkas xapakTepucTHKa Ka)K0ro KaHaja.

. BO3MOXHOCTM pa3INYHBIX BHJOB TEXHUYECKOU
Hcropudeckas crpaska.

WhPROooNOTR N R

4. Tlapamerpuyeckuil KaHall yT€YKU, ICTOPHUUECKHUE TPHUMEPHI.

5. Jlemackupyromnige TpU3HAKH OOBEKTOB

OmnacHble CUTHAIBI 1 UX UCTOYHHUKH.

HaOIIOIEHUSA

Pa3BCIKH.

u

12. 3aimura JOKyMEHTOB

. MeTtonb! moaaenku JOKYMEHTOB.
. Meronp! mojienku upoBhIX JOKYMEHTOB.
. Meronpb! onpenieneHust MOAITUHHOCTUA JJOKYMEHTOB.
. [lonydyenue nononuurenbHoi nupopmanuu u3z EXIF.
. Metonst ELA u PCA u ux orpanuveHus.
MeTo/TbI 3aIUTHl JOKYMEHTOB.

13.  DnexTpoHHO-
dpoBast MOANKCH

. [ToHsITHE 2TTEKTPOHHO-IIU(PPOBOI MTOAIHICH.
. Ucropus pazsurus SLIIL
. OcHoBnbie cxembl DIII.

. IlToctpoenue DLII. [IpoTokon noanucanus JOKyMEHTA.

. Y I0CTOBEPSIOIINE HEHTPBI.
Kpunrocroiikocts cxem OLIII.

14. Metonabl
cTeraHorpapuu

Creranorpadusi, Kak CpeICTBO 3alUTHI (PaiIoB.
[{u¢poBble BOIIHBIE 3HAKU.
. Cnusinue ¢aiinos, LSB.
CoxkpbITHE HHPOPMALIMK B ayIM0 U BUEO (aiinax.
. MeTopl 00HapyKEHUS! CKPBITHIX COOOIIEHUH.

15. MeTtonsl
COLIMAJIbHOW MHYKEHEPHUH.

. Mcropus pa3BuTHs cOMAIbHON HHKEHEPUN.
. UenoBek, Kak caMoe YsI3BUMOE 3BEHO JIF000i CHCTEMBI.
. Ilcuxonornyeckrne OCHOBBI COIMATIBHON HHKEHEPHUH.

6
1
2
3
4
5
6
1
2
3
4
5. LleHTpHI cepTUHUKALHH.
6
7
1
2
3
4
5
1
2
3
4 Meto/1bl COMaNbHON HHXKXEHEPUU. .

16. 3aKIIOYATENBHOE
3aHIATHE.

O06o001IeHre MPOMIEeHHOTO MaTepuaia

17. JlokJiazipl CTy1€eHTOB

JlokJ1azipl CTyI€HTOB.

6. CTPYKTVYPA U COAEPXXAHUE JUCILUITJIMHBI

6.1.

dopma o0ydyeHus — ouHasi, Kypc — 3, cemecTp — 5

HaunmenoBanus pPasaciioB U TCM

KoaunuecTBo uacoB

Jlexu. | Jlabop | IIpakt. | CPC+K

Bcero




OcHOBHBIE  TOHSATHS W COCTABJISIOIINE
nH(pOpPMaIMOHHON 6€301MacHOCTH

Crpykrypa (aiinos u hex-penakrop.

Kpunrorpadus u kpunroananms

Xenr-pyHKIUN

AyTteHTudukanys 1no napoio

Jlpyrue MeTo/ipl ayTeHTU(PUKAIIT

Bupycsl

AHTUBHUPYCHI

Web- 6ezonacHOCT®D.

3ammuTa I/IH(bOpMaI_[I/II/I B KOMIIBIOTCPHBIX CCTAX.

TexHuueckas 3anura nHGopMaluu

3amura JOKYMCHTOB

DneKTpOHHO-IKU(POBasi MOANKCH

MeTtonsl cteranorpadumu.

MeToapl COIMaNbHOM HHKEHEPHUH.

NININININDINDINDINDININWWWWw|w| W
Al DIRROOVOTI|(O1|O1] O1

3aKII0YATEIIFHOE 3aHATHE.

NININININININDINDINININDINDINDINDININ| N

JloKnaipl CTyIEHTOB

UTOT'O 3A CEMECTP / 3A KVYPC / 11O
KOMIIOHEHTY OIIOIT

w
~

35,8+2,2 | 72

NTOI'O 10 KOMITIOHEHTY OIIOIT

w
~

38 72

7. OLEHOYHBIE MATEPUAJIBI (CPEACTBA) UL TEKYIIEI'O KOHTPOJIA
YCIIEBAEMOCTH, IIPOMEXYTOYHOU ATTECTALINN

7.1.  KoHTpoJsbHBIE BOIIPOCHI

1. Yro Takoe unpopmanus? CpoiictBa nadopmarun. MHpopmMaloHHbIe TEXHOIOTHH.
2 Cocrapnstonye HHPOPMAIIMOHHON 0€30MaCHOCTH.

3 IIpaBoBBIE OCHOBBI 3aIUTHI THPOPMALIUH.

4 WNupopmanus ¢ TOUKH 3peHUs] BO3SMOKHOCTH €€ paclpOCTPaHEHNUS.

S. Kakas nnpopmanus oTHOCUTCS K KOH(UACHIIUATEHON?

6 Kakas napopmaius oTHOCUTCS K TOCY1apCTBEHHON TaiiHe?

7 Tpu xareropuu cTanIapTHON MoJienu 0€30MaCHOCTH.

8 VYpoBHHU 3a1IUTHI HHGOPMAIUH.

9 Yro Takoe kpuntorpadus U KpUNTOaHAIU3?

10.  [Mudp Le3apst u 9acTOTHBIN aHATH3.

11.  HIudp xor.

12. CuMMeTpudYHBIC U ACHMMETPHUYHBIC KPUITTOCHCTEMEI.

13.  Cummerpuunsie mudpsl. [Ipumepsr.

14. Cummerpuunble UG PbL. JJOCTOMHCTBA U HEJOCTATKH.

15.  IlpuHIMI acCUMETPUYHOTO MUPPOBAHHUSL.

16.  Acummerpuunbie mudpsl. [Tpumepsr.

17. Acummerpuunbie mu@psl. JJOCTOMHCTBA M HEOCTATKH.

18.  KBanToBas kpunrorpadus.

19.  JIBa OCHOBHBIX @IrOpUTMa KBAHTOBOM KpUNTOrpaduu.

20. Uro Takoe aBTOpHU3aLUA, ayTeHTHUPUKaLUU U uaeHTHpuKanusa? YTo Takoe X311 U
3a4€M OH HY>KEH?

21.  Kakwue xem-¢pyHKIIUA BBl 3HaeTE?

22.  Jlns 9ero MCroib3yIoTCs Xem-(hyHKIUu?

23.  UYewm ornuyarorcs Kpuntorpapuieckue Xenr-QyHKIuyu OT HeKPUITOrpadhuIecKux ?
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24.  Yto Takoe KOJUTH3US Xel-QyHKIH?

25. Uto Takoe nmapajokc IHEH pOKICHHS U KaK OH CBSI3aH CO B3JIOMOM XeIIei?

26.  Metoapl B310Ma Xem-(pyHKINH.

27. UTto Takoe «paly>KHbIC TaOIHIIBI»?

28.  Kakwue BHUJIBI TAPOJICH CYIIECTBYIOT?

29. UTto Takoe TuHAMHUYECKHE Iapoin?

30.  AnmapaTHas u mporpaMMHas 3alIUTa (IICHIKH.

31.  Ilporpammsl Juis 3alIMTHI TAPOJIEM Aok, (GailioB U HocUuTeNel nH(OpPMaLUK.

32.  Yro Takoe «IpaBWIbHBINA NAPOJIb» U KaK €ro 3allOMHHUTH?

33. Mertoapl B3110Ma MapOJICH.

34.  Yro Takoe «paay>KHbIE TaOIHIIB)?

35. Cucremsl ayreHTHGUKAIMY U uaeHTHGUKamK. Kiraccudukammus.

36.  Hcmonw3yewmslii ¢aktop ayrentudukanmu. [Ipuopurer ucnons3oBanus. CTeneHb
aBTOMATH3AIIHIH.

37.  Hepmocrarku maposibHOW ayTeHTU(DUKALINH.

38.  AnmaparHas ayTeHTH(UKALUA, €€ BUIbI, TOCTOMHCTBA U HEJOCTATKU.

39.  buomerpuueckas ayTeHTU(UKAIHUS.

40.  JlocTOMHCTBA M HEAOCTATKU ayTEHTH(HUKAIIUU 110 OTIIeYaTKaM MaJblEB.

41.  AyreHTH(UKAIHS 10 TEOMETPUH JIUIA 2 BUJA.

42.  AyrteHTtudukamus mo rouocy.

43.  buomeTpuYecKHe TEXHOJIOTUU OYIyIIETO.

44.  PacnpoCTpaHEHHOCTbh METO/I0B OMOMETPUUECKON ayTeHTHU(PHUKAIUY.

7.2. IlpumepHbIe TeMbl MHIMBUTyadbHBIX 3aJJaHUi (HOKIIA C Ipe3eHTaINen)

O 00 QNOT S B WK —

[\CTN S 2N\ I S I O I S I S I S s ad e el el el
NN, WD, OOVOIANNDEWND PO

. Ucropus xpunrrorpaduu.

. CoBpemeHHas kpunrorpadus
. KBanroBas kpunrorpadus

. ATaky Ha CaMTBhI.

. XSS -araxwu.

. SQL-arakw.

. Metonas! B3moma wi-fi.

. CoBpemenHas cteranorpagusi.
. [louckoBuk Shodan.

. DopeH3uka.

. Creranorpadus.

. Google Hacking

. DOS u DDOS araku.

. Honey Pots.

. AytenTuduKaius Ha caiTax.

. Kyxkn.

. Xakepsl. CyOKyIbTypa XaKepoB.

. BoTel. YTpo3sl, ucxoasimue ot 60TOB.
. CucreMsbl ayTeHTUQHUKAIUH.

. DNeKTpOHHO-1IU(POBAast MOAIHUCH.

. OUIIMHTOBBIE CANTHI.

. BupycHusle ataku.

. [IpocnymmBaronme ycTpoucTsa.

. CkpeMOepsi.

. HanmpaBnenHble MUKPOQOHBI.

. Cnyunr.

. OBPUCTUYECKUI aHATIN3 JIJIs1 aHTUBUPYCOB.
. CaHudepsl.



28. OxXpaHHBIE CUCTEMBI.

29. Buneona0iroqeHue.

30. bezonacHOCTh UHTEPHETA BELLEH.

31. MeToibl KpUNTOAHAIM3A.

32. Keitnorrepsl.

33. MeToibl cOlManbHOU UH)XEHEPUHU.

34. AutuBupycHble porpammsl. EcTb 11 cmbicn?

35. B3110M MOOMIIBHBIX TEIEPOHOB.

36. [IpumeHeHre HEHPOHHBIX ceTell B MH(OPMAIIMOHHON 0€30MacHOCTH.

B cnyuae BeneHus y4eOHOro mporiecca ¢ HCHOIb30BAaHHEM 3JICKTPOHHOTO OOy4YCHHS U
JTUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH, colep:kaHue OuieTa MOXKET OTIMYaThCs OT
MPUBEJICHHOTO.

8. PACIIPEJEJIEHUE BAJIJIOB, KOTOPBIE ITOJIYUAIOT ObYHAIOIIUECA

OOmiast orleHKa 3HaHUKM O0YYAIOMIMXCS MO JUCHUIUIMHE MpoBoauTcs 1o 100-0ammpHON
HIKajle MCXOJs M3 MaKCUMyMa, IMpHBEIEeHHOro B Tabiuue Huwke. OpraHu3aluoHHO-yueOHas
paboTa B ayAMTOpUHU OIICHMBAETCS HA OCHOBE TAKMX KPUTEPHUEB KaK IOCEIAeMOCTh 3aHATHH,
CBOEBPEMEHHOE M KaUeCTBEHHOE BBITIOJIHEHHE MHIMBHIYaJIbHOTO 3a/laHNs, aKTUBHOCTH BO BpEMsI
IIPOBEJCHUS JICKLMOHHBIX W MPAKTUYECKUX 3aHATUM (yyacTHE B OOCYKIEHUM TEKYLIEro u
NPOWICHHOTO MaTepuala, peleHue 3a1a4 1 T.11.).

Howmepa pa3nenos Bunsr pabor Makcumanbroe
pa pasit JIRLP KOJINYECTBO OaJliIOB
rema 1-17 Tekymmii KOHTPOJIb 20
NupuBuayanbHOE 3ajaHNE 30
UTOTrO 50
3auer 50
OOmuii UTOT 32 CEMeCTp 100

CooTBeTcTBHUE 0AJLIOB OIIEHKE

OreHka 110 IATHOAIILHON IIIKaJIE
KomnunuectBo 6annoB >
s 100 ECTS | DOx3amen, nuddepeHnnpoBaHHbIN 3auer
3a4eT

90-100 A OTJINYHO 3a4TEHO
80-89 B 3a4TE€HO
75-79 C XOpOLIo 3a4TEHO
70-74 D 3a4TEHO
60-69 E YJIOBJICTBOPUTEIIEHO aTTomHO
35-59 FX HE 3a4TEHO

0-34 F HEYJIOBJICTBOPUTEIHHO o 3a9ToH0

9. OBECIIEYEHUME OBPA3OBATEJIBHOI'O ITPOLIECCA JIA JINL C
OI'PAHMYEHHBLIMU BO3MOXHOCTAMU 310POBbBA 1 MTHBAJIMJIOB

B xozxe peanuzanuy JUCHMILIMHEL UCIIONB3YIOTCS CIEAYIOIINE TOMOIHUTEIbHBIE METOBI
00y4YeHHs, TEKYIIEr0 KOHTPOJISI YCIIEBAEMOCTH U MPOMEXYTOUHOH aTTecTali o0yJaromuxcs B
3aBUCUMOCTH OT UX MHIUBHUIYaTbHBIX OCOOEHHOCTEMH:
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1) JUISL CJICTIBIX U CITAa0OBUAIINX

- JEKIUH O(OPMIISIOTCS B BUJIE 3JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOT'O C TIOMOILIbIO
KOMITBIOTEPA CO CHEIHMATHM3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeUeHHEM;

- JUIs  BBIIOJHEHUs  3aJaHusl  NIpU  HEOOXOAMMOCTHM  IPEJOCTaBIsAeTCs
YBEIIMYMBAIOIIEE YCTPOWCTBO; BOSMOXKHO TAK)KE UCIIOJIb30BAHUE COOCTBEHHBIX YBEINYHBAIOIINX
YCTPOMCTB;

— MUCHMEHHBIE 3a7]aHNs O(POPMIISIFOTCS YBETUUYEHHBIM IIPH(PTOM.

2) JUTS TIIYXUX U CJIA00CIIBITIAIINX

— JEKIUH OOPMIISIOTCS B BUJIE SJIEKTPOHHOTO JOKYMEHTA;

- IIMCbMEHHBIE 3aJaHUs BBIIOJIHAIOTCS Ha KOMIIbIOTEPE B IUCbMEHHOU (opMe;

— 9K3aMEH TPOBOJUTCS B MHCHBMEHHOM (OpME Ha KOMIBIOTEPE; BO3MOXKHO
npoBesieHue B (hopMe TeCTUPOBAHHUS.

3) JUISL JIUL] C HapYIIEHUSIMU OIIOPHO-JBUTATEIBHOTO alapara:

— JeKIUH 0(OPMIISIOTCS B BHJIE 3JIEKTPOHHOT'O JOKYMEHTA, JOCTYIHOI'O C HOMOILBIO
KOMITHIOTEPA CO CHEIMATH3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeUeHHEM;

— MUCbMEHHBIE 3aJ[aHUs BBIIIOJIHAIOTCS Ha KOMITBIOTEPE;

— 9K3aMeH U 3a4€T MPOBOIATCSA B YyCTHOU (pOpME MM BBIMTOJIHSIOTCS B MUCHMEHHOM
(dopme Ha KOMITBIOTEPE.

[Tpu HEOOXOIMMOCTH MIPETyCMATPUBACTCS YBETMUCHNE BPEMEHH IS IIOATOTOBKHU OTBETA.

IIponienypa  mpoBeAeHUsT  NPOMEXKYTOUHOH  aTTecTalMu A OOydYaroUIMXCs
YCTAHABJIMBACTCS C Y4Y€TOM WX HMHIMBUAYAIBHBIX TCHXO(U3MYECKHX OCOOEHHOCTEH.
[TpomesxyTouHas arTecTalus MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[IpoBenenne mpoueaypbl OLEHHBAHWS PE3YJIbTaTOB OOydYeHHs JIOIyCKaeTcs C
UCIOJIb30BAaHUEM JUCTAHIIMOHHBIX 00pPa30BaTENIbHBIX TEXHOIOTUH.

ObecneunBaeTcs AOCTYN K WH(GOPMAIIMOHHBIM U OMOIMOrpaduueckuM pecypcaM B CETH
WutepHer Ui Kaxjaoro oOydaromierocs B ¢opmax, aJalTUPOBAaHHBIX K OrPAaHUYEHHUSM HUX
3I0POBBSI ¥ BOCTIPHSITHS MHPOPMALIUH:

1) JUTSL CIIENBIX U CIIA00BUISIINX

— B [I€YaTHOHN (popMe YBETUUEHHBIM LIPUPTOM;

— B (hopMe 3EKTPOHHOTO JOKYMEHTA;

2) IUTSL TIIYXHUX M CI1a00CIBIIIAIINX

— B IIEYaTHOM Qopme;

— B (hopMe AIEKTPOHHOTO JOKYMEHTA.

3) 111 00yYaroIuXcs ¢ HapyIIEHUIMU OIIOPHO-/IBUTaTeIbHOTO arapara:

— B IeyaTHOM dopme;

— B (hopMe 3IEKTPOHHOTO JJOKYMEHTA.

10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEHEHUE YUEBHOI'O ITPOLECCA

VYuebnsie 3ansTus npoBoasTcs B [ maBHom kopmyce ol (r. Honenk, mp. ['yposa, 6).
Jlnis mpoBenieHust 1a00paTOPHBIX 3aHATUN TpeOyeTcst ayauTopusi, 000pyJOBaHHAs MEIOBOM MU
MapKepHOH JT0CKOH, MyIbTUMEIUNHBIA TPOEKTOP U SKPaH, HOYTOYK, KOMIUJIEKT yueOHON Mebenu
JUIs CTYIIEHTOB, pabouee MeCTO IpernojaBaTels, BbIXOA B VHTepHET — NPOBOJHON WM C
ucnons3oBanueM Wi-Fi.

Jlist caMOCTOSITEIbHOM pabOThl HMCIONB3YIOTCS TEKCTOBBIE M 3JIEKTPOHHBIE PECYPChHI
Hayunoil 6uOiMOTEKH yHUBEpPCHTETAa U JPYIMX ODJIEKTPOHHBIX OMOIMOTEYHBIX 0a3 JaHHBIX,
y4eOHO-MeTOIMUecKoe oOecreyeHne, NpPeACTaBICHHOE B Yy4eOHO-METOIUYECKOM KaOuHeTe
['maBHOTO KOpITyCa (aym.405).

OOyuaronvecss HMEIOT BO3MOXHOCTb — HCIIONB30BaTh Y4eOHBIE MaTepHajbl IO
JTUCIUIIINHE, pa3MenieHHble Ha tiatdopme Moodle IlenTpa aucTaHIIMOHHOTO OOpa3oBaHUSA
OI'BOY BO «loHI'Y». Ilpu m3ydeHun AUCIUTUIMHBI MPUMEHSIIOTCS 3JIEKTPOHHOE OOyYeHUE U
JUCTAaHIIMOHHBIE 00pa30BaTeIbHBIC TEXHOIOTHH.
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C  ucronp30BaHMEM — pecypcoB  IUIAT(GOPMBI  JTUCTAHLMOHHOTO  OOpa3OBaHHS
OCYILECTBIIICTCS. TEKYLIUMH KOHTPOJb 3HAHMH OOY4YalOLIMXCS HAa OCHOBE TECTUPOBAHMS U
IPOBEPKH PE3YIIBTATOB CAMOCTOSATEIBHON PabOoTHI.

11. PEKOMEHAYEMAA JINTEPATYPA

OcHoBHast TuTepaTypa

1. Teoperuveckrie OCHOBBI KOMITBIOTEPHOM O€30MacHOCTH: Y4el. mocoOue i By30B IO
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